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0 Introduction

0.1 General
This document has been prepared to provide
requirements for establishing, implementing,

maintaining and continually improving an Information
Security Management System (ISMS). The adoption of
an ISMS is a strategic decision for an organization. The
establishishment  and  implementation  of an
organization’s ISMS is influenced by organization’s
needs and objectives, security requirements, the
processes employed and the size and structure of the
organization. All of there influencing factors are
expected to change over time.

The information security management system preserves
the confidentiality, integrity and availability of
information by applying a risk management process and
gives confidence to interested parties that risks are
adequately managed.

It is important that the information security management
system is part of and integrated with the organization’s
processes and overall management structure and that
information security is considered in the design of
processes, information systems, and controls. It is
expected that an information security management
system implementation will be scaled in accordance
with the needs of the organization.

This document can be used by internal and external
parties to assess the organization's ability to meet the
organization’s own information security requirements.

The order in which requirements are presented in this
document does not reflect their importance or imply the
order in which they are to be implemented. The list
items are enumerated for reference purpose only.

ISO/IEC 27000 describes the overview and the
vocabulary of information security ~management
systems, referencing the ISMS family of standards
(including ISO/IEC 27003, ISO/IEC 27004 and ISO/IEC
27005), with related terms and definitions.
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0. Giéi thiéu
0.1 Téng quan

Tai liéu ndy dugc chuin bi nhim cung cap cac yéu cau
cho viéc thiét lap, ap dung, duy tri va cai tién lién tuc
He¢ thong quan Iy An toan thong tin (ISMS). Viéc ap
dung ISMS la quyét dinh mang tinh chién lugc cua
mot to chire. Viée thiét 1ap va trién khai thuc hién hé
thong quan 1y an toan thong tin cia mot to chirc chiu
anh huong boi cac nhu cdu va cac muc tiéu cia to
chtrc, c4c y8u cau an toan, cac quéa trinh dugc sir dung
va boi quy md, cu trdc cua to chirc. Tat ca cac yéu td
anh huong d6 c6 thé xay ra su thay doi theo thoi gian.

Hé théng quan ly an toan théng tin duy tri tinh bao
mat, tinh toan ven va tinh sin sang ciia théng tin bang
cach ap dung mét qua trinh quan ly rai ro va mang lai
su tin cdy cho cac bén quan tdm rang cac rui ro di
dugc quan ly day du.

Diéu quan trong la hé théng quan ly an toan thdng tin
phai 1a mot phan, va duoc tich hop véi cac qué trinh
va cdu tric quan ly tong thé cua t6 chirc, va an toan
thong tin can dugc quan tdm trong thiét ké cac qua
trinh, cac hé thong thdng tin, va cac bién phap kiém
soat. Chac rang viéc trién khai mot hé théng quan ly
an toan théng tin sé dugc mo rong, thu hep theo nhu

cau cua to chuec.

Tai lidu ndy c6 thé duge sir dung bai ndi bo hodc cac
t6 chic bén ngoai dé danh gia kha ning cua to chirc
dap tng c&c yéu cau an toan thdng tin cua t6 chirc.
Thtr ty cua cac yéu cau duoc trinh bay trong tai liéu
nay khéng phan anh tim quan trong cua ching ciing
nhu khdng phan anh ham y vé thir ty ma chdng trinh
bay. Danh sach cac muc la duoc liét ké danh cho muc
dich tham khao.

ISO/IEC 27000 md ta tong quan VA tir vung clia hé
thdng quan ly an toan thdng tin, vién din cac tiéu
chuan ctia b tiéu chuan vé Hé thong quan ly an toan
thong tin (bao gdm ISO/IEC 27003, ISO/IEC 27004
and ISO/IEC 27005), voi cac thuat nglr va dinh nghia
lién quan.
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0.2 Compatibility with other management system
standards

This document applies the high-level structure,
identical sub-clause titles, identical text, common
terms, and core definitions defined in Annex SL of
ISO/IEC Directives, Part 1, Consolidated 1SO
Supplement, and therefore maintains compatibility
with other management system standards that have
adopted the Annex SL.

This common approach defined in the Annex SL
will be useful for those organizations that choose to
operate a single management system that meets the
requirements of two or more management system
standards.
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0.2 Twong thich véi cAc tiéu chuin hé théng quan Iy
khéc

Tai liéu ndy ap dung ciu tric cao cdp, dong nhit gidng
nhau tiéu dé cac diéu khoan phu, déng nhét vé van ban,
cac thuat ngir chung, va cac dinh nghia cdt 18i dugc dinh
nghia trong Phu luc SL cta Chi thi ISO/IEC, Phin 1, Phu
luc hop nhat 1SO, va do d6 dam bao duy tri kha ning
tuong thich voi cac tidu chudn hé théng quan ly khéac di &p
dung theo Phu lyc SL.

Céch tiép can chung duoc quy dinh tai Phu lyc SL s& hiru
ich cho cé4c to chirc lyu chon dé van hanh mot hé thong
quan ly duy nhat dap (mg c&c yéu cau cua hai hodc nhiéu
tiéu chuan hé théng quan ly.
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Information security, cybersecurity and privacy
protection — Information security management
systems — Requirements

1 Scope

This document specifies the requirements for
establishing, implementing, maintaining and
continually improving an ISMS within the context
of the organization. This document also includes
requirements for the assessment and treatment of
information security risks tailored to the needs of the
organization.

The requirements set out in this document are
generic and are intended to be applicable to all
organizations, regardless of type, size and nature.
Excluding any of the requirements specified in
Clauses 4, to 10 is not acceptable when an
organization claims conformity to this document.

2 Normative references

The following documents, are referred to in the text
in such a way that some or all of their content
constitutes requirements of this document. For dated
references, only the edition cited applies. For
undated references, the latest edition of the
referenced document (including any amendments)
applies.

ISO/IEC 27000, Information technology — Security
Techniques — Information security management
systems — Overview and vocabulary

3 Terms and definitions

For the purposes of this document, the terms and
definitions given in ISO/IEC 27000 apply

ISO and IEC maintain terminology databases for use
in standardization at the following addresses:

- ISO Online browsing platform: available at
https://www.iso.org/obp

- |EC Electropedia: available at https://www.electropedia.org/
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An toan théng tin, an ninh mang va bao vé quyén riéng

tu - Hé thong quan 1y An toan thong tin - Cac yéu cau

1. Pham vi

Tai liéu nay chi dinh rd cac yéu cau déi voi hoat dong thiét
1ap, ap dung, duy tri va cai tién lién tuc mot Hé thdng quan
ly An toan théng tin trong béi canh cua to chic. Tai lidu
nay ciing bao gdm c&c yéu cau cho hoat dong danh gia va
xtr ly cé&c rai ro an toan thong tin dap ung nhu cau cua to
chtrc.

Céc yéu cau trinh bay trong tai licu ndy mang tinh tong
quat va nhim &p dung cho tat ca cac to chic, bat ké loai
hinh, qui md, tinh chat. Viéc loai trir bt ky yéu cau nao
trong diéu 4 dén 10 déu khdng dugc chip nhan khi t6 chic
tuyén bd phi hop voi tai lidu nay.

2. Tai liéu vién dan

Céc tai lidu dudi day, dugc dé cap dén trong vin ban theo
cach ma mot sd hodc tit ca noi dung ctia chung tao thanh
cac yéu cau ciia van ban nay. Vi céc trich dan ghi ngay
thang, chi co céc trich dan dugc néu méi 4p dung. CAc trich
dan khong ghi ngay thang, ban méi nhét cua tai liéu trich
dan (bao gdm ca bd sung) duoc &p dung.

ISO/IEC 27000, Cong ngh¢ thong tin — Ca&c iy thudt an
toan — Hé thong qudn ly an toan théng tin — Tong quan va
T vung

3. Thuat ngir va dinh nghia

Tai liéu nay sir dung cac thuat ngir va dinh nghia cia
ISO/IEC 27000

ISO va IEC duy tri co s¢ dir lidu thuat ngir dé sir dung
trong hoat dong tiéu chuin hoa tai cac dia chi sau:

- Nén tang ISO Online: c6 tai https://www.iso.org/obp

- IEC Electropedia: ¢6 tai https://www.electropedia.org/
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4 Context of the organization 4. Béi canh cia té chirc

4.1 Understanding the organization and its context 4.1 Hiéu t6 chirc va boi cinh ciia to chive

The organization shall determine external and T4 chirc phai xac dinh cac van dé bén ngoai va noi bo lién
internal issues that are relevant to its purpose and quan dén myc dich ciia t6 chirc va anh huong dén kha nang
that affect its ability to achieve the intended dat dugc (cac) két qua du kién ctia h¢ thong quan ly an toan
outcome(s) of its information security management thong tin ciia t0 chirc.

system.

NOTE: Determining these issues refers to establishing Ch thich: Xac dinh cac véan dé lién quan dén viéc thiét 1ap
the external and internal context of the organization bbi canh bén ngoai va ndi bo cuia cac t6 chirc co thé xem
considered in Clause 5.4.1 of 1SO 31000. Xet tai khodn 5.4.1 ctia ISO 31000.

4.2 Understanding the needs and expectations of 4.2 Hiéu nhu cdu va mong di ciia cic bén quan tam
interested parties

The organization shall determine: To chire phai Xac dinh:

a) interested parties that are relevant to the a) cac bén quan tam c6 lién quan dén h¢ thong quan ly
information security management system; an toan thong tin; va
and

b) the relevant requirements of these interested b) cac yéu cau lién quan clia c4c bén quan tim nay;
parties;

¢) which of these requirements will be addressed ¢) yéu cau nio trong sd nay s& duoc giai quyét thong
through ~ the  information  security qua hé théng quan 1y an toan thong tin.

management system.
NOTE: The requirements of interested parties can CHU THICH: Céc y&u cau cua c4c bén quan tdm cd thé
include legal and regulatory requirements and bao gom cac yéu cau phap ly va nghia vy hop dong.
contractual obligations.

4.3 Determining the scope of the information 4.3 X4c dinh pham Vi ciia hé thong qudn 1y an toan thong
security management system tin

The organization shall determine the boundaries and TO chirc phai xac dinh ranh gi6i va pham vi p dung hé
applicability ~of the information  security thong quan ly an toan thong tin dé thict 1ap pham vi cua no.
management system to establish its scope.

When determining this scope, the organization shall Khi xéc dinh pham vi ndy, t6 chirc phai xem xét:

consider:

a) the external and internal issues referred to in @) C4C van dé bén ngoai va ndi bo duge de cép trong 4.1;
4.1;

b) the requirements referred to in 4.2; b) céc yéu cau néu trong 4.2;

c) interfaces and dependencies between activities ~ ¢) nhing cai chung va nhiing phin phu thudc giita céc
performed by the organisation, and those that hoat dong duoc thuc hién bai t6 chire, va cac hoat dong
are performed by other organisations. duoc thuc hién béi cac td chire khéc.

The scope shall be available as documented information.  ppap, vi s pHAISERIEH nhu mot thong tin duge 1ap van ban.
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4.4 Information security management system

The organization shall establish, implement,
maintain and continually improve an information
security management system, including the
processes needed and their interactions, in
accordance with the requirements of this document.

5. Leadership
5.1 Leadership and commitment

Top management shall demonstrate leadership and
commitment with respect to the information security
management system by:

a) ensuring the information security policy and
the information security objectives are
established and are compatible with the
strategic direction of the organization;

b) ensuring the integration of the information
security management system requirements
into the organization’s processes;

€) ensuring that the resources needed for the
information security management system
are available;

d) communicating the importance of effective
information security management and of
conforming to the information security
management system requirements ;

e) ensuring that the information security
management system achieves its in intended
outcome(s);

f) directing and supporting persons to
contribute to the effectiveness of the
information security management system;

g) promoting continual improvement; and

h) supporting other relevant management roles
to demonstrate their leadership as it applies
to their areas of responsibility.

NOTE: Reference to “business” in this document
can be interpreted broadly to mean those activities
that are core to the purposes of the organization’s
existence
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4.4 H¢ théng qudan ly an toan thong tin
T6 chirc phai thiét 1ap, ap dung, duy tri va cai tién lién tuc
hé thong quan ly an toan thdng tin, bao gdm cac qua trinh
can thiét va cac tuong tac giita cac qua trinh, phll hop véi
C4C Y8U cdu cuia tai liéu nay.

5. Sw lanh dao

5.1 Sw 1anh dgo va sw cam két

Lanh dao cao nhit phai chimg minh sy lanh dao va sy cam
két lién quan dén hé thong quan ly an toan thdng tin théng

qua viéc:

a) dam bao chinh sach an toan théng tin va cac muc
tiéu an toan thong tin duoc thiét 1ap va tuong thich

v6i cac dinh hudng chién lugc cua td chire;

b) dam bao sy tich hop cta cac yéu cau hé théng quan
ly an toan thdng tin vao c&c qua trinh ciia to chirc;

¢) dam bao rang cac ngudn lyuc can thiét cho hé théng
quan ly an toan thong tin dugc dap ung;

d) truyén dat tim quan trong cta hiéu luc quan ly an
toan théng tin va sy tuan thu véi cac yéu cau hé
thdng quan 1y an toan théng tin;

e) dam bao hé thdng quan ly an toan thong tin dat

dugc (cc) két qua mong mudn;

f) chi dao va hd trg nhan sy tao nén su hiéu luc cua

hé théng quan ly an toan thong tin;

g) thlc day cai tién lién tuc, va
h) hd tro cac vai trd quan ly khac co lién quan dé
ching minh sy lanh dao cua ban lanh dao tuwong
ung vai vai tro, trach nhiém cua tirng vi tri.
CHU THICH: Viéc tham chiéu dén “kinh doanh” trong tai
lidu nay c6 thé dugc hiéu theo nghia rong c6 nghia 1a

nhiing hoat dong cét 16i cho muc dich ton tai ctia t6 chirc
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5.2 Policy

Top management shall establish an information
security policy that:

a) is appropriate to the purpose of the
organization;

b) includes information security objectives (see
6.2) or provides the framework for setting
information security objectives;

¢) includes a commitment to satisfy applicable
requirements related to information security;
and

d) includes a commitment to continual
improvement of the information security
management system.

The information security policy shall:
e) be available as documented information;
f) be communicated within the organization;

available to interested parties, as

g) be
appropriate.

5.3 Organizational roles,

authorities

responsibilities and

Top management shall ensure that the
responsibilities and authorities for roles relevant to
information ~ security  are  assigned and

communicated.

Top management shall assign the responsibility and
authority for:

a) ensuring that the
management system conforms to
requirements of this document; and

information security
the

b) reporting on the performance of the
information security management system to
top management.

NOTE: Top management can also assign
responsibilities and authorities for reporting
performance  of the information  security

management system within the organization.

ISO/IEC 27001:2022 [ev]

5.2 Chinh sach

Lanh dao cao nhét phai thiét 1lap mot chinh sach an toan
thong tin:

a) phu hop véi muc dich cua t6 chirc;

b) bao gdom c4c muc tiéu an toan thdng tin (xem
6.2) hodc cung cip khudn khd cho viée thiét 1ap
cac muc tiéu an toan théng tin;

¢) bao gdm viéc cam két dap tmg cac yéu ciu ap
dung lién quan dén an toan thdng tin; va

d) bao gém viéc cam két cai tién lién tuc hé thong
quan ly an toan thong tin.

Chinh sach an toan thdng tin phai:
e) san c6 nhu mot thong tin duoc 1ap vin ban;
f) dwoc truyén dat trong t chic;

g) san c6 cho cac bén quan tdm, hodc khi thay thich
hop.

5.3 Vai tro, trach nhiém va quyén han

Lanh dao cao nhat phai dam bao rang c4c trach nhiém va
quyén han cho cac vai trd lién quan dén an toan thong tin
duogc xé4c dinh va truyén dat.

Lanh dao cao nhat phai phan cong trach nhiém va quyén

han cho viéc:

a) dam bao rang hé théng quan ly an toan thong tin
phl hop voi CAc yéu cau cia tai lidu nay, va

b) b&o céo vé viéc thyc hién hé théng quan Iy an toan
thong tin cho 1anh dao cao nhat.

CHU THICH: L&nh dao cao nhat ciing c6 thé phan cong
c4c trach nhiém va quyén han dbi véi viéc béo cao két qua
hoat dong ctia hé thong quan ly an toan théng tin trong t6
chuec.
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6 Planning
6.1 Actions to address risks and opportunities
6.1.1 General

When planning for the information security
management system, the organization shall consider
the issues referred to in 4.1 and the requirements
referred to in 4.2 and determine the risks and
opportunities that need to be addressed to:

a) ensure the information security management
system can achieve its intended outcome(s);

b) prevent, or reduce, undesired effects; and

c) achieve continual improvement.
The organization shall plan:

d) actions to address these risks and
opportunities, and

e) how to

1) integrate and implement these actions
into its information security
management system processes; and

2) evaluate the effectiveness of these
actions.

6.1.2 Information security risk assessment

The organization shall define and apply an
information security risk assessment process that:

a) establishes and maintains information
security risk criteria, that include:

1) the risk acceptance criteria; and

2) criteria for performing information
security risk assessments;

b) ensures that repeated information security
risk assessments produce consistent, valid
and comparable results;

¢) identify the information security risks:

1) apply the information security risk
assessment process to identify risks
associated with the loss of

ISO/IEC 27001:2022 [ev]
6. Hoach dinh
6.1 Hanh déng dé gidi quyét riii ro va cdc co hdi cdi tién
6.1.1 Khai quat

Khi hoach dinh hé théng quan ly an toan théng tin, to
chtrc phai quan tdm cac van dé duoc dé cap trong 4.1 va
Cc4c y&u cau néu trong 4.2 va xac dinh nhing rai ro va cac

co hdi céi tién can dugc giai quyét dé:

a) dam bao hé théng quan ly an toan thdng tin c6 thé dat
duogc (cac) két qua mong mudn;

b) ngan chan, hodc giam, cic tac dong khéng mong

mubn, va
¢) duoc cai tién lién tuc.
T6 chirc phai lap ké hoach:
d ) cac hanh dong dé giai quyét cac rai ro va cac co
hoi nay, va
e ) lam thé nao dé

1) tich hop va trién khai cac hanh dong nay vao
c4c qua trinh hé théng quan 1y an toan théng
tin cua to chire, va

2 ) danh gid tinh hiéu lyc cua c&c hanh dong nay.

6.1.2 Pdanh gia rii ro an toan thong tin
T6 chirc phai x4c dinh va 4p dung mot qué trinh danh gia
rui ro an toan théng tin trong do:

a) thiét 1ap va duy tri cac tiéu chi rui ro an toan thong
tin, bao gom:

1) tiéu'chi'chapnhan rui ro; va
2) tiéu chi thue hién cac cudc danh gia rui ro
an toan théng tin;

b) dam bao rang cic cudc danh gi& rui ro an toan
thong tin lap di lap lai tao ra két qua nhét quan,
hop 18 va 6 thé so sanh dugc;

c) Xac dinh céc rui ro an toan théng tin:

1) &p dung qud trinh danh gi& rui ro an toan
thdng tin dé xéac dinh cac rui ro lién quan
t6i sy mat mat cua tinh bao mat, tinh toan
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confidentiality, integrity and
availability for information within
the scope of the ISMS, and

2) identify the risk owners;
d) analyse the information security risks:

1) assess the potential consequences that
would result if the risks identified in
6.1.2 c) 1) were to materialize;

2) assess the realistic likelihood of the
occurrence of the risks identified in
6.1.2 ¢) 1); and.

3) determine the levels of risk;
e) evaluate the information security risks:

1) compare the rusults of risk analysis
with the risk criteria established in
6.1.2 a) and

2) oprioritize the analysed for risk
treatment.

The organization shall retain  documented
information about the information security risk
assessment process.

6.1.3 Information security risk treatment

The organization shall difine and apply an
information security risk treatment process to:

a) select appropriate information security
risk treatment options, taking account of
the risk assessment results;

b) determine all controls that are necessary
to implement the information security
risk treatment option(s) chosen;

NOTE 1: Organizations can design controls
as required, or identify them from any
source.

¢) compare the controls determined in 6.1.3
b) above with those in Annex A and
verify that no necessary controls have
been omitted;

ISO/IEC 27001:2022 [ev]

ven Va tinh sin sang ctia thong tin trong
pham vi cta hé théng ISMS, va

2) x&c dinh cac chu s¢ hiru rti ro;

d) phan tich cac rai ro an toan thong tin:

1) danh gia cac hau qua tiém tang s& xay ra
néu céc rui ro duoc Xac dinh trong 6.1.2
c) 1) tré thanh hién thyc;

2) danh gia kha niang thyc té sy xuat hién cta
cac rui ro da dugce xac dinh trong 6.1.2 )
1); va

3) xé&c dinh cac murc d6 cuia rui ro;

e) udc lugng rui ro an toan thong tin:

1) so sanh cac két qua phan tich rai ro voi cac tiéu
chi rui ro da duoc thiét 1ap trong 6.1.2 a) va

2) phan tich mac d6 wu tién cho viéc xu ly rui ro.

T6 chirc phai luu giit thong tin duoc 1ap vin ban vé qua
trinh danh gia rai ro an toan théng tin.

6.1.3 Xa# ly rii ro an toan théng tin

T6 chirc phai xac dinh va &p dung mot qua trinh xir ly rai
ro an toan thong tin dé:

a) lua chon cdc phuong phédp xir ly rui ro an toan
thong tin thich hop, c6 tinh dén két qua danh
gia rui ro;

b) xac dinh tit ca cic bién phap kiém soat can
thiét dé thuc hién (cac) phuong an xir Iy riii ro
an toan théng tin da lwa chon;

CHU THICH 1: Cac t6 chuc c6 thé thiét ké cac
bién phép kiém soét theo yéu ciu, hodc Xac dinh
chding tir bét ctr ngudn nao.

c) so sanh cAc bién phép kiém soat di xéac dinh
trong 6.1.3 b) & trén v4i nhitng bién phap
kiém soat trong Phu luc A va xac minh ring
khong c6 bién phap kiém soét can thiét nao bi
bo qua;
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NOTE 2: Annex A contains a list of
possible information security controls. Users
of this document are directed to Annex A to
ensure that no necessary information
security controls are overlooked.. Users of
this document are directed to Annex A to
ensure that no important control options are
overlooked.

NOTE 3: The information security controls
listed in Annex A are not exhaustive and
additional information security controls can
be included if needed.

d) produce a Statement of Applicability that
contains the necessary controls (see
6.1.3 a), b) and ¢)) and justification for
inclusions, whether they are
implemented or not, and the justification
for exclusions of controls in Annex A;

e) formulate an information security risk
treatment plan;

f) obtain risk owner’s approval of the
information security risk treatment plan
and the acceptance of the residual
information security risks.

The organization shall retain  documented
information about the information security risk
treatment process.

NOTE 4: The information security risk assessment
and treatment process in this document aligns with
the principles and generic guidelines provided in
ISO 31000.

6.2 Information security objectives and plans to
achieve them

The organization shall establish information security
objectives at relevant functions and levels.

The information security objectives shall:

a) be consistent with the information security
policy;
b) be measurable (if practicable);

c) take into account applicable information

ISO/IEC 27001:2022 [ev]

CHU THICH 2: Phy luc A chira mét danh sach
cac bién phap kiém soét an toan thong tin c6 thé
0. Nguoi str dung Tai liéu nay duoc dinh hudng
dén Phy lyc A dé dam bao rang khdng cd bién
phap kiém soat quan trong nao bi bo qua.

CHU THICH 3: Cac bién phap kiém soat an toan
thong tin dugc liét ké trong Phuy luc A 1a chua day
du va céc bién phép kiém soat an toan thong tin
b sung cd thé duoc dwa vao néu can.

d) drara mot ban TIERNES &p dung co chira cac
bién phap kiém soat can thiét (xem 6.1.3 a), b)
va ¢)) va bao gém céc giai thich, cho du
chung dugc trién khai hay khong, va ly giai
cho viéc loai trir cAc bién phéap kiém soat
trong Phu luc A;

e) xay dung mot ké hoach xtr Iy rii ro an toan
thong tin;

f) dat duoc sy chip thuan cta cac chu so hitu rui
ro vé ké hoach xur Iy rui ro an toan thang tin
va sy chdp nhan cac rui ro an toan thong tin
con lai.

T6 chic phai ¢ trach nhiém luu giir thdng tin dugc lap
van ban vé qua trinh xir ly rii ro an toan théng tin.

CHU THICH 4: Qua trinh danh gia va xir ly rui ro an toan
thong tin trong tai liéu ndy gin v4i cac nguyén tic va
huéng dan chung duoc cung cép trong tiéu chudn ISO
31000.

6.2 Muc tiéu an toan thong tin va hoach dinh dé dat
dwoc muc tiéu

T chirc phai thiét 1ap cac muc tiéu an toan thong tin tai
C4cC cap va bo phan chirc nang thich hop c6 lién quan.

Cac muc tiéu an toan thong tin phai:

a) nhat quan véi chinh sach an toan thong tin;

b) c6 thé do luong duoc (néu ¢ thé);

C) xem Xét cac yéu cau an toan thdng tin, va cac két
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security requirements, and risk assessment
and treatment results;

d) be monitored,

e) be communicated;

f) be updated as appropriate;

g) be available as documented information.

The organization shall retain  documented
information on the information security objectives.

When planning how to achieve its information
security objectives, the organization shall determine:

f) what will be done;

g) what resources will be required;

h) who will be responsible;

i) when it will be completed; and

j) how the results will be evaluated.
6.3 Planning of changes

When the organization determines the need for
changes to the information security management
system, the changes shall be carried out in a planned
manner.

7 Support

7.1 Resources

The organization shall determine and provide the
resources needed for the  establishment,
implementation, maintenance and  continual
improvement of the information  security
management system.

7.2 Competence
The organization shall:

a) determine the necessary competence of
person(s) doing work under its control that
affects its information security performance;

b) ensure that these persons are competent on
the basis of appropriate education, training,
or experience;

c) where applicable, take actions to acquire the

ISO/IEC 27001:2022 [ev]

qua danh gia va xu ly rui ro;

d) duoc theo doi;

e) duoc truyén dat;

f) dugc cip nhat thich hop.

g) san cO dudi dang thong tin dang vin ban.

T6 chirc phai [wa'giii théng tin'duoe 1ap van ban cac muc
tiéu an toan théng tin.

Khi 1ap ké hoach dé dat dugc cac muc tiéu an toan théng
tin, t6 chirc phai Xac dinh:

f) nhitng gi sé€ dugc thyc hién;

g) nhitng ngudn lyc s& dugc yéu cau;

h) nguoi s€ chiu trach nhiém;

i) khi nao s€ dugc hoan thanh, va

j) két qua s& dugc do ludng nhu thé nao.
6.3 Hoach dinh cdc thay déi

Khi t6 chirc x4c dinh sy can thiét phai thay doi dbi voi hé
théng quan 1y an toan thong tin, thi cic thay doi nay phai
duoc thue hién mot cach c6 ké hoach.

7. Hod trg
7.1 Nguén luc

T6 chiic phai xac dinh va cung cap cac nguon luc can thiét
cho viéc thiét 1ap, ap dung, duy tri va cai tién li€n tuc hé

théng quén 1y an toan thong tin.

7.2 Nang luc
T chirc phai:
a) xac dinh niang lyc can thiét cta (nhitng) nguoi

dang lam cbng viéc ma dudi sy quan ly ctia ho cd
anh huong dén hoat dong an toan thong tin;

b) dam bao rang nhiing nguoi d6 c6 du ning luc dyua
trén co s¢ dwgc gido duc, dao tao, hodc kinh

nghiém;

¢) khi thich hop, tién hanh cac hanh dong dé c6 duoc
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necessary competence, and evaluate the
effectiveness of the actions taken; and

d) retain appropriate documented information as
evidence of competence.

NOTE: Applicable actions can include, for example:
the provision of training to, the mentoring of, or the
re-assignment of current employees; or the hiring or
contracting of competent persons.

7.3 Awareness

Persons doing work under the organization’s control
shall be aware of:

a) the information security policy;

b) their contribution to the effectiveness of the
information security management system,
including the benefits of improved
information security performance; and

c¢) the implications of not conforming with the
information security management system
requirements.

7.4 Communication

The organization shall determine the need for
internal and external communications relevant to the
information security management system including:

a) on what to communicate;
b) when to communicate;
¢) with whom to communicate;
d) how to communicate.
7.5 Documented information
7.5.1 General

The
management system shall include:

organization’s information security

a) documented information required by this
document; and

b) documented information determined by the
organization as being necessary for the
effectiveness of the information security
management system.

ISO/IEC 27001:2022 [ev]
cac ning luc can thiét, va danh gia hiéu luc cua
cac hanh déng da thuc hién; va

d) luu gitr théng tin dugc 1ap van ban thich hop nhu
bang chimg vé ning luc.

CHU THICH: Ap dung cac hanh dong c6 thé bao gdm, vi
du: cung cép cac khoa dao tao, cac c¢d van, hodc phan cong
lai vai trd cua nguoi lao dong hién hanh; hoac tuyén dung
hoic ky hop dong véi ngudi da ning lyc.

7.3 Nhan thirc

Nguoi 1am cong viée dudi sy quan 1y cta to chire phai co
nhén thire vé:

a) chinh sach an toan thong tin;

b) viéc dong gop cuia ho vao hiéu luc cua hé thong
quan ly an toan thong tin, bao gom ca cac loi ich
clia su cai tién hoat dong thyc hién an toan thong
tin; va

C) nhitng hé qua cua viéc khéng thuc hién phu hop véi
Ccac yéu ciu cta hé thong quan ly an toan thong
tin.

7.4 Trao doi théng tin

T chue phai xac dinh nhu cAu trao ddi thong tin ndi bo va
bén ngoai ¢o lién quan dén hé thong quan 1y an toan thong

tin bao gém:
a) trao doi thong tin gi;
b) trao d6i thdng tin khi nao;
¢) trao dbi théng tin voi ai;
d) céch thirc trao d6i thdng tin.
7.5 Thong tin dwoc ldp vin bdn
7.5.1 Khai quéat
Hé thong quan 1y an toan thong tin cta to chirc phai bao
gom:

a) thongtin'dwoc 1ap vanban theo yéu cau cua tai liéu
nay, va

b) thong tintduoc apvan'ban duoc xac dinh bai to
chirc nhu 12 sy can thiét cho tinh hiéu luc cua hé
thdng quan ly an toan thong tin.
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NOTE: The extent of documented information for CHU THICH: Murc do thong tin dugc 1ap van ban cho mot
an information security management system can hé théng quan 1y an toan thong tin c6 thé khac nhau giita
differ from one organization to another due to: céc to chirc phy thude vao:

1) the size of organization and its type of activities, 1) quy mé ciia to chirc va loai hinh hoat dong, quy trinh,
processes, products and services; san pham va dich vu cta to chirc;

2) the complexity of processes and their interactions; 2) su phtrc tap va su tuong tac clia cac qua trinh; va

and
3) the competence of persons. 3) nang luc cua con ngudi.
7.5.2 Creating and updating 7.5.2 Khai tao va cdp nhit

When creating and updating documented Khi khoi tao va cip nhat thong tin duoc lap vin ban t6
information  the  organization shall ~ensure chuc phai dam bao thich hop:
appropriate:

a) identification and description (e.g. a title, a) dinh danh va mé ta (vi du nhu tiéu dé, ngay thang,
date, author, or reference number); tac gia, hodc ma sb tai licu);

b) format (e.g. language, software version, b) dinh dang (vi du nhu ngén ngi, phién ban phin
graphics) and media (e.g. paper, electronic); mém, dd hoa) va phuong tién (vi du nhu gidy,
and dién tir); va

c) review and approval for suitability and c) xem xét va phé duyét cho thich hop va thoa dang.
adequacy.

7.5.3 Control of documented information 7.5.3 Qudn Iy thong tin dwoc lap vin bdn

Documented  information  required by the Thoéng tin dugc lap vin ban theo yéu ciu cua hé thong
information security management system and by this  quan 1y an toan thong tin va tai liéu nay phai dugc kiém

document shall be controlled to ensure: soat dé dam bao:
a) it is available and suitable for use, where and a) sin cO va phu hop dé sir dung bét ky ¢ dau va khi
when it is needed; and nao can thiét; va
b) it is adequately protected (e.g. from loss of b) dugc bao vé day di (vi du bao vé khoi mét tinh bao
confidentiality, improper use, or loss of mat, sir dung khdng dang cach, hoic mét tinh toan
integrity). ven).

For the control of documented information, the Péi véi viée kiém soat thong tin dugc 1ap vin ban, td chire
organization shall address the following activities, as  phai quan tim dén cac hoat dong sau day, c6 thé ap dung:
applicable:

¢) distribution, access, retrieval and use; c) phan phdi, truy cép, thu hdi va sir dung;

d) storage and preservation, including the  d) luu trit va bao quan, bao gbm ca viéc duy tri tinh rd
preservation of legibility; rang;

e) control of changes (e.g. version control); and e) kiém soét cac thay ddi (vi du nhw kiém soét phién ban); va
f) retention and disposition. f) duy tri va hay bo.

Documented information of external origin, Thong tin Iap van ban c6 fguon'goebenNgoai ma to chuc
determined by the organization to be necessary for xac dinh la can thiét cho viéc hoach dinh va van hanh hé
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the planning and operation of the information
security management system, shall be identified as
appropriate, and controlled.

NOTE: Access implies a decision regarding the
permission to view the documented information
only, or the permission and authority to view and
change the documented information, etc.

ISO/IEC 27001:2022 [ev]

théng quan 1y an toan thong tin, phai'dirge nhan'biét thich
hop, va dugc kiém soat.

CHU THICH: Thuat ngit Truy cap bao ham y nghia mot
quyét dinh lién quan dén viéc cho phép chi xem thong tin
duoc 1ap van ban, hodc sy cho phép va tham quyén dé
xem va thay d6i thong tin dwoc 1ap vin ban, vv

E-V v1.0 26/10/2022
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8 Operation
8.1 Operational planning and control

The organization shall plan, implement and control
the processes needed to meet information security
requirements, and to implement the actions
determined in Clause 6, by:

- establishing criteria for processes;

- implementing control of processes in
accordance with the criteria.

Documented information shall be available to the
extent necessary to have confidence that the
processes have been carried out as planned.

The organization shall control planned changes and
review the consequences of unintended changes,
taking action to mitigate any adverse effects, as
necessary.

The organization shall ensure that externally
provided processes, products or services that are
relevant to the information security management
system are controlled.

8.2 Information security risk assessment

The organization shall perform information security
risk assessments at planned intervals or when
significant changes are proposed or occur, taking
account of the criteria established in 6.1.2 a).

The organization shall retain  documented
information of the results of the information security
risk assessments.

8.3 Information security risk treatment

The organization shall implement the information
security risk treatment plan.

The organization shall retain  documented
information of the results of the information security
risk treatment.

9 Performance evaluation

9.1 Monitoring, measurement, analysis and

evaluation

The organization shall evaluate the information

ISO/IEC 27001:2022 [ev]

8. Piéu hanh
8.1 Hoach dinh va kiém soét hoat djng

T4 chirc phai 1ap ké hoach, thyc hién va kiém soat cac quy
trinh can thiét dé dap tmg yéu cau an toan thong tin, va
trién khai cac hoat dong da xac dinh trong Piéu 6, thong
qua:

- thiét 1ap céc tiéu chi cho cac qua trinh;

- thuc hién kiém soét céc qua trinh ph hop véi cac

tiéu chi.

Théng tin'dang van'ban s¢ §8n°€6 o muc do can'thiét dé
dam bao tin cdy rang cac qua trinh di duoc tién hanh theo
ké hoach.

T chirc phai kiém soat céc thay ddi ké hoach va xem xét
cac hau qua cua sy thay d6i ngoai y mudn, c6 hanh dong
dé giam thiéu bat ky tac dung phu nao, khi can thiét.

T6 chirc phai dam bao rang cAc qua trinh, san pham hoic
dich vu dugc cung cip boi bén ngoai co lién quan dén hé
théng quéan ly an toan thong tin dugc kiém soét.

8.2 Ddnh gia riii ro an toan thong tin

T chirc phai thuc hién danh gi4 rui ro an toan théng tin
trong khoang thoi gian theo ké hoach hoic khi c6 nhing
thay déi quan trong theo du kién hodc di xay ra, c6 tinh
dén céc tiéu chi thiét lap trong 6.1.2 a).

T chtrc c6 trach nhiém lEagit thong tin duoc 1ap van
ban cac két qua cua danh gia rui ro an toan thong tin.

8.3 X ly riii ro an toan thong tin

T6 chirc phai trién khai ké hoach xir ly rui ro an toan
théng tin.

T6 chirc phai i’ gite thong tin dwoc 1ap van'ban cac két
qua cua cac qua trinh xir ly rai ro an toan thong tin.

9. Panh gi4 hiéu qua

9.1 Giam sat, do lwong, phan tich va danh gia

T chirc phai danh gia sy thuc thi va tinh hiéu luc cia hé
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security performance and the effectiveness of the
information security management system.

The organization shall determine:

a) what needs to be monitored and measured,
including information security processes
and controls;

b) the methods for monitoring, measurement,
analysis and evaluation, as applicable, to
ensure valid results; The methods selected
should produce comparable and
reproducible results to be considered valid.

c) when the monitoring and measuring shall be
performed,;

d) who shall monitor and measure;

e) when the results from monitoring and
measurement shall be analyzed and

evaluated; and
) who shall analyse and evaluate these results.

Documented information shall be available as

evidence of the results.

The organization shall evaluate the information
security performance and the effectiveness of the
information security management system.

9.2 Internal audit
9.2.1 General

The organization shall conduct internal audits at
planned intervals to provide information on whether
the ISMS:

a) conform to 1) the organization’s own
requirements for its information security
management  system; and 2) the
requirements of this document;

b) are effectively implemented and maintained.
9.2.2 Internal audit programme

The organization shall plan, establish, implement
and maintain an audit programme(s), including the
frequency, methods, responsibilities, planning
requirements and reporting. The audit programme(s)

ISO/IEC 27001:2022 [ev]

thdng quan ly an toan thang tin.

T chirc phai xac dinh:

a) nhimng gi can phai duoc giam sat va do ludng, bao
g0m CAC qué trinh va cac bién phap kiém soét an
toan thong tin;

b) cac phuong phap giam sat, do luwong, phéan tich va
danh gi4, néu c6, dé dam bao két qua hop 18; Cac
phuong phap duoc lya chon cin tao ra két qua co
thé so sanh dugc va c6 thé tai str dung, duoc coi la
hop 1&.

c) khi nao hoat dong giam sat va do luong duoc thuc
hién;

d) ai phai thyc hién gidm sét va do luong;

e) khi ndo cac két qua tir giam séat va do luong duoc
phén tich va danh gi; va

f) ai phai phan tich va danh gia cac két qua nay.
Thong tin"dang van ban phai'sdn co lam bang chung vé
két qua giam sat va do ludng.

T6 chirc phai danh gi& viéc thuc hién an toan thong tin va
tinh hiéu luc cta hé thdng quan ly an toan théng tin.

9.2 Ddnh gia ngi by

9.2.1 Khai quét

T4 chirc phai tién hanh cac hoat dong danh gi& ndi bo dinh

ky theo ké hoach dé cung cap thong tin xem hé thong

ISMS cé:

a) phd hop véi 1) yéu cau caa chinh té chic vé hé

théng quan ly an toan thong tin cia minh, va 2)
v6i Cac yéu cau cua Tai liéu nay.

b) dugc thuc hién va duy tri ¢6 hiéu luc.
9.2.2 Chwong trinh danh gid nji b
T chuc phai lap ké hoach, thiét lap, trién khai va duy tri
(cac) chwong trinh danh gi4, bao gom tan suat, phuong
phép, trach nhiém, y8u cau lap ké hoach va bao céo.
Chuong trinh danh gia c6 tinh dén tam quan trong cia cac
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shall take into consideration the importance of the qua trinh c6 lién quan va két'qua’céc cude danh gid tride

processes concerned and the results of previous
audits;

The organization shall

a) define the audit criteria and scope for each
audit;

b) select auditors and conduct audits to ensure
objectivity and the impartiality of the audit
process;

c) ensure that the results of the audits are
reported to relevant management; and

Documented information shall be available as
evidence of the audit programme(s) and the audit
results.

9.3 Management review
9.3.1 General

Top Management shall review the organization’s
ISMS at planned intervals to ensure itscontinuing
suitability, adequacy and effectiveness.

9.3.2 Management review inputs

The management review shall include consideration
of:

a) the status of actions from previous

management reviews;

b) changes in external and internal issues that
are relevant to the information security
management system;

¢) changes in needs and expectations of
interested parties that are relevant to the
information security management system;

d) feedback on the information
performance, including trends in:

security

1) nonconformities and corrective

actions;
2) monitoring and measurement results;
3) audit results; and

4) fulfilment of information security

do:;

T chirc phai:

a) xac dinh cac tiéu chi danh gia va pham vi cho tirng

cudc danh gid;

b) lwa chon danh gia vién va thuc hién viéc danh gia

dam bao tinh khach quan va cong bing cia quéa
trinh danh gig;

¢) dam bao rang cac két qua cua cudc danh gia duoc

b&o cao dén cé4c cap quan ly c6 lién quan; va

Thong tin @EeeapVan'ban phai sin c6 1am bang chimg

vé viéc thuc hién (cac) chuong trinh danh gia va cac két
qua danh gia.

9.3 Xem Xxét ciia 1anh dgo

9.3.1 Khai quét

Lanh dao cao nhat phai xem xét dinh ky theo ké hoach hé
théng ISMS cua t6 chic dé dam bao nd ludn phu hop,

thoa dang va c6 hiéu lyc.

9.3.2 Péu vio xem xét ciia linh dgo

Viéc xem xét ciia 1anh dao phai bao gdm su xem xét:

a)

b)

d)

tinh trang cta cac hanh dong tir 1an xem xét 1anh
dao trudc do;

cac thay doi trong cac van dé bén ngoai va noi bo
c6 lién quan dén hé thong quan ly an toan thong
tin;

nhing thay d6i vé nhu cdu va mong doi ciia cac
bén quan tdm c6 lién quan dén hé théng quan ly
an toan thong tin;

phan hdi vé viéc thuc hién an toan thong tin, bao

gom:

1) cac su khoéng phu hgp va cac hanh dong
khic phuc;

2) cac két qua gidm sét va do ludng;
3) cac két qua danh gia; va

4) sy dap tmg cac muc tiéu an toan théng tin;
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objectives;
e) feedback from interested parties;

f) results of risk assessment and status of risk
treatment plan; and

g) opportunities for continual improvement.

9.3.3 Management review results

The results of the management review shall include
decisions related to continual improvement
opportunities and any needs for changes to the
information security management system.

Documented information shall be available as
evidence of the results of management reviews.

ISO/IEC 27001:2022 [ev]

e) thong tin phan hdi tir c4c bén quan tam;
f) két qua danh gia rui ro va tinh trang cua ké hoach
xur ly rai ro; va

g) cac co hoi cai tién lién tyc.

9.3.3 Két qud xem xét ciia lanh dao

Két qua xem xét cua lanh dao phai bao gdm nhiing
quyét dinh lién quan dén cac co hoi cai tién lién tuc va
bét ctr nhu cau can thiét nao cho cac thay doi dbi véi hé
thdng quan ly an toan thong tin.

Thong tin @Ege1apVanban phai sin c6 lam bang chimg
vé két qua ctia cac cudc xem Xét cua lanh dao.
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10 Improvement
10.1 Continual improvement

The organization shall continually improve the
suitability, adequacy and effectiveness of the ISMS.

10.2 Nonconformity and corrective action

When a nonconformity occurs, the organization
shall:

a) react to the nonconformity, and as applicable:

1) take action to control and correct it;
and

2) deal with the consequences;

b) evaluate the need for action to eliminate the
causes of nonconformity, in order that it
does not recur or occur elsewhere, by:

1) reviewing the nonconformity;

2) determining the causes of the
nonconformity; and

3) determining if similar
nonconformities exist, or could
potentially occur;

c) implement any action needed;

d) review the effectiveness of any corrective
action taken; and

e) make changes to the information security
management system, if necessary.

Corrective actions shall be appropriate to the effects
of the nonconformities encountered.

Documented information shall be available as
evidence of:

f) the nature of the nonconformities and any
subsequent actions taken, and

0) the results of any corrective action.
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10. Cai tién
10.1 Cidi tién lién tuc

T4 chirc phai lién tyc cai tién nang cao tinh thich hop, dy
du va hiéu Iyc ciia hé thdng quan 1y an toan thong tin.

10.2 Sw khdng phu hgp va hanh déng khdic phuc
Khi xay ra su khong pht hop, t6 chirc phai:

a) phan tmg voi sy khéng phl hop, va c6 thé ap dung:

1) c6 hanh dong dé kiém soat va stra chita no;
va

2) giai quyét cac hau qua;

b) danh gid su can thiét phai hanh dong dé loai bo
nguyén nhan ciia sy khdng phi hop, dé né khong tai
xuét hién hay xay ra & nhiing noi khéc, bang céch:

1) xem xét su khéng phu hop;

2) xac dinh nguyén nhan caa sy khdng phu
hop; va

3) xé4c dinh néu c6 su khdng phu hop twong tu
ton tai, hodc c6 kha ning cd thé xay ra;

¢) thuc hién bat ky hanh dong can thiét nao;

d) xem xét hiéu luc cia bit ky hanh dong khic phuc da
thuc hién; va

e) thay doi hé thdng quan ly an toan thong tin, néu can
thiét.

Hanh dong khic phuc phai phi hop v6i anh hudng cia sy
khdng phu hop gap phai.

Thong tin dwoc 1ap vin ban phai sin ¢ 1am bang chimg
veé:

f) ban chat caa sy khong phu hop va bat ky hanh dong
tiép theo nao duoc thyc hién, va

0) két qua ctia cac hanh dong khic phuc.
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Annex A
(normative)
Information Security controls reference

The Information Security controls listed in Table
A.1 are directly derived from and aligned with those
listed in ISO/IEC 27002:2022, Clauses 5 to 8, and
shall be used in context with Clause 6.1.3.

ISO/IEC 27001:2022 [ev]

Phu luc A

(quy dinh)

Céc bién phap kiém soat an toan thong tin tham khio
Céc bién phap kiém soat an toan thong tin duoc liét ké trong
bang A.1 bt ngudn tryc tiép va co lién két véi cac muc tir
muc 5 dén 8 duogc liét ké trong ISO/IEC27002:2022 va phai

duogc st dung trong bbi canh ciia diéu khoan 6.1.3.

Table A.1 - Information Security controls

Bing A.1- CAc bign phdp kiém sodt an toan thong tin

A.5 Organizational controls — Cdc bi¢n phdp kiém sodt vé té chirc

AS5.1 Policies for information security Chinh s&ch an toan thong tin

A5.2 :gzggwgitgﬂ?tﬁf:””ty roles and Vai tro va trach nhiém an toan thong tin

A5.3 Segregation of duties Phén tach nhiém vu

A54 Management responsibilities Trach nhiém cua lanh dao

A5.5 Contact with authorities Thiét 13p va duy tri lién lac v6i cac co quan chirc ning

A5.6 Contact with special interest groups Lién lac thuong xuyén vai cac nhom chuyén gia

Ab5.7 Threat intelligence Cap nhat thong tin tinh béo vé cac mdi de doa

A5.8 Information security in project management = An toan thong tin trong quan 1y du an

A5.9 ;rsl\slggit;)t%(gsisgrgrmation and other Kiém ké thong tin va cac tai san lién quan khac

A5 10 Accer_)table use of information and other Viéc st dung thong tin va cdc tai san lién quan khac
associated assets duogc chap nhan

A5.11  Return of assets Hoan tra tai san

A.5.12  Classification of information Phan loai thong tin

A.5.13  Labelling of information Ghi nhén thong tin

A.5.14  Information transfer Chuyén giao thong tin

A5.15 | Access control Kiém soat truy cép

A5.16 | Identity management Quan ly danh tinh

A.5.17  Authentication information Thong tin xéc thuc

A5.18 | Access rights Quyén truy cap
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A.5.19  Information security in supplier relationships An toan thong tin trong cic mdi quan hé vdi nha cung cip
A520 Addressing information security within Giai quyét van dé an toan thong tin trong cac thoa
- supplier agreements thudn véi nha cung cap
A5.21 Managing information security in the ICT Quan 1y an toan thong tin trong chudi cung tng CNTT-
e supply chain TT
A5 22 Monitoring, review and change Giam sat, xem xét va quan ly thay dbi cac dich vu cua
o management of supplier services nha cung cap
A.5.23 Info_rmatlon security for use of cloud An toan thong tin khi st dung cac dich vy ddm may
services
A4 | Information security incident management  Lap ké hoach va chuan bi quan Iy su ¢6 an toan thong
e planning and preparation tin
A5.25 Asses_sment Nt decision oniinfarmation Panh gia va quyét dinh cac su kién an toan thong tin
security events
A5.26  Response to information security incidents ~ Ung phé sy c¢6 an toan thdng tin
A5.27 | Learning from information security Rt kinh nghiém tir cdc s ¢ an toan thong tin
incidents
A5.28  Collection of evidence Thu thap bang ching
A.5.29  Information security during disruption An toan thong tin trong thoi gian gian doan
A.5.30 | ICT readiness for business continuity tsjcn sang vé CNTT-TT cho hoat dong kinh doanh lién
Legal, statutory, regulatory and contractual P e 1Al . \ A
AS5.31 requirements Céc yéu cau phép ly, ludt dinh, quy dinh va hgp dong
A5.32 Intellectual property rights Quyén sé hitu tri tué
A.5.33  Protection of records Bao vé ho so
A.5.34  Privacy and protection of PII Quyén riéng tu va bao vé thong tin dinh danh ca nhan
A5.35  Independent review of information security = Xem xét doc 1ap vé an toan thong tin
A536 Compliance with policies, rules and Tuan tha cac chinh sach, quy tic va tiéu chudn vé an
" standards for information security toan thdng tin
A.5.37  Documented operating procedures Quy trinh van hanh dugc 14p thanh van ban
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A.6 People controls — CAc bién phap kiém soét vé con nguwoi

Ab6.1 Screening Sang loc

A.6.2  Termsand conditions of employment Diéu khoan va diéu kién lam viéc
Information security awareness, education . ., e A . N

A.6.3 and training Nhan thutc, gido duc va dao tao v€ an toan thong tin

A6.4 Disciplinary process Quy trinh xtr 1y ky luét

A65 | esponsibilities after termination or change  p . s cau khi thei viee hodc thay déi cong viée
of employment

A6g  Confidentiality ornon-disclosure Thoa thudn béo mat hodc khong tiét 16 thong tin
agreements

A.6.7 Remote working Lam viéc tir xa

A.6.8 Information security event reporting Bao cao su kién an toan thong tin

A.7 Physical controls — C&c bign phap kiém soat vé vit ly

AT7.1 Physical security perimeters Céac vanh dai an ninh vat ly

A.7.2  Physical entry Cong ra vao vt Iy

A7.3 Securing offices, rooms and facilities Bio vé vin phong, phong va co sé vat chét
AT4 Physical security monitoring Giam sat an ninh vat ly

A.75 z;sgfg:r?]gesgji{ﬁ:eg?ggCal and Bao vé chéng lai cac mdi de doa vat 1y va mdi truong
A.7.6 Working in secure areas Lam viéc trong cac khu vyc an toan

AT.7 Clear desk and clear screen Ban sach va man hinh sach

A.7.8  Equipment siting and protection B6 tri va bao vé thiét bi

A79 Security of assets off-premises An toan tai san bén ngoai tru sé

A.7.10  Storage media Phuong tién luu trir

A.7.11  Supporting utilities CAc tién ich hd trg

A.7.12  Cabling security An toan day cap

A.7.13  Equipment maintenance Biéo tri thiét bi

A.7.14 | Secure disposal or re-use of equipment Xt 1y hodc tai str dung thiét bi an toan
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A.8 Technological controls — C4c bi¢n phap kiém soat vé kj thudt

A8.1 User endpoint devices Thiét bi dau cudi cua ngudi ding

A8.2 Privileged access rights Quyén truy cp dic quyén

A.8.3 Information access restriction Han ché truy cap thong tin

AB4 Access to source code Truy cap ma ngudn

A.8.5 Secure authentication Xac thuc an toan

A.8.6 Capacity management Quan 1y nang lyuc

A.8.7  Protection against malware Bio vé chdng lai phan mém doc hai

A.8.8 Management of technical vulnerabilities Quan 1y cac 16 hong ky thuat

A8.9 Configuration management Quan 1y ciu hinh

A.8.10 Information deletion X6a thong tin

A8.11  Data masking Che dau dit liéu

A.8.12 | Data leakage prevention Ngan chan ro ri dir liéu

A.8.13  Information backup Sao luu thong tin

A.8.14  Redundancy of information processing facilities = Dy phong cac phuong tién xir 1y thong tin
A.8.15  Logging Ghi nhat ky

A.8.16  Monitoring activities Cac hoat dong giam sat

A.8.17  Clock synchronization Pong bo thoi gian

A.8.18  Use of privileged utility programs Str dung cac chuong trinh tién ich dic quyén
A.8.19 Installation of software on operational systems ~ Cai dat phan mém trén cac hé diéu hanh
A.8.20  Networks security An toan mang

A.8.21  Security of network services An toan cac dich vu mang

A.8.22 | Segregation of networks Phéan tach mang

A.8.23  Web filtering Loc web

A.8.24 | Use of cryptography Str dung mat ma

A.8.25 | Secure development life cycle Vong doi phat trién an toan

A.8.26  Application security requirements Yéu cau an toan ung dung

A.8.27  Secure system architecture and engineering principles = Kién trac hé thong an toan va cac nguyén tac ky thuat
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A.8.28 | Secure coding Ma hoa an toan

A.8.29  Security testing in development and acceptance = Kiém tra bao mét trong qua trinh phét trién va chap nhan

A.8.30  Outsourced development Phat trién thué ngoai

A.8.31  Separationof developmert, testand procuiction environments Phan tach moi truong phat trién, kiém thir va san xuat

A.8.32 | Change management Quan ly thay doi

A.8.33  Test information Thong tin kiém tra

A 834 Pro'gectiop of information systems during B:élo Vé' lrlé thong thong tin trong qua trinh kiém tra
audit testing danh gia

*Ngi dung chi tiét cac bién phdp kiém sodt va cdc huong daén thuc hién kiém soat, Xin tham khéo ban dich Tiéng Viét cua ISO/IEC 27002:2022 di kem ban dich nay.
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